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PRIVACY POLICIES AND PROCEDURES

Summarized for Volunteers/Practicum Students/Board Members 6/08

1.
Purpose
Communication is essential to effective service delivery at Redwood.  This policy identifies the types of communications that may occur and establishes standards to protect the privacy of everyone’s individual health information, according to the national standards established by the Privacy and Security Rules of the Health Insurance Portability and Accountability Act (HIPAA) of 1996, Public Law 104-191.  

2.
Protected Health Information
Protected Health Information (PHI) is any information which identifies a child, adult, or family member, such as: name, demographic identifiers, visual image, health history, diagnosis, functioning level, examination findings, individual treatment/service plan, and related information.  

3. Responsibility for Implementation and Compliance with the Privacy Policy
The clinical director, Redwood’s Privacy Officer, is responsible for seeing that privacy procedures are followed.  Redwood provides training to staff, board members, practicum students, and volunteers regarding privacy policies.  These people are responsible for knowing and following privacy guidelines. 

4.
Types of Communications
A. HIPAA regulations allow health care providers, and volunteers, practicum students, and board members to use and disclose Protected Health Information for activities relating to treatment, payment, and health care operations: 

· Treatment – Providing diagnostic and intervention services, coordinating, consulting, referring, and managing health care and related services within Redwood, with family members, and with other health care providers who provides services to the individual.  Communications about goods/services essential for quality health care are considered part of treatment.

· Payment – Determining eligibility or coverage, collecting data, and billing and collection activities for the purpose of obtaining payment for services delivered.

· Health care operations  - Conducting administrative, financial, legal, and quality improvement activities to support the core functions of treatment and payment, evaluations, training, accreditation/licensure, auditing services, business planning and development, and general administrative activities.  

B. Communications for other purposes - At times, Redwood wishes to use some protected health care information (PHI) for purposes other than treatment, payment, or health care operations.  An individual must authorize the use of information for any alternate purpose, such as for research, marketing, public awareness and fundraising, and activities that describe an individual’s condition, treatment plan, and visual image as part of an instructional demonstration for staff, students, families, and other health providers, who are not treating the individual.

C. Communications with business associates who assist in treatment, payment, or other health care operations These communications may occur when the business associate signs a contract that assures the Protected Health Information will only be used for the purposes for which the business associate was engaged by Redwood, and that the business associate will safeguard information received or created from misuse.  

D. Other types of disclosures of information
Disclosures may be made to public health authorities, in the instance of abuse/neglect, or control of disease or related issue.

5.    Minimum Necessary Standards
Volunteers/practicum students/board members may access spoken, written, and electronic Protected Health Information (PHI), with the guiding principle of only accessing or requesting the minimum amount of information needed to responsibly carry out assigned duties.   

6.    Reasonable Safeguards to Support the Security of PHI 

Reasonable precautions will minimize the chance of incidental disclosures to others who may be nearby.  

A.  Paper Documents:   

· Take reasonable steps to shield observable confidential information from unauthorized disclosure on desks, fax machines, copiers, printers, and in common areas.

· Faxed information is removed from the fax machine and routed to the recipient by reception staff only.

· Store confidential files/documents in lockable files, desks, offices or work areas when possible.  Lock offices after business hours or when an authorized staff person is not present.  In areas where lockable storage is not available, safeguard confidential information by placing in proper storage containers so others cannot view it. 

· Label information to be shredded as “confidential.”  Store documents waiting to be shredded in a confidential manner.  At the end of each business day, shred information or place it in a locked shredding container.

· Signs displaying care instructions for individuals should be hung so they are not visible to anyone walking by.  

· Place mail facedown in mailboxes to shield confidential information from people standing by the mailboxes.

B.
Verbal exchanges: Take reasonable steps to protect the privacy of verbal exchanges or discussions of confidential information regardless of where the discussion occurs. 

· When sharing confidential information during treatment in a group setting, speak quietly. 

· Whenever possible, use enclosed offices for conferences where confidential information will be shared.  When these areas are not available, speak quietly, speak apart, or use natural barriers.

· Avoid discussing confidential matters in hallways, elevators, or other public places.

· Pay attention to posted signs that remind people to protect confidentiality.

· Limit information disclosed by phone with a family unless speaking with the personal representative (a parent or guardian who has legal authority to act on behalf of an individual.) 

· If an individual has requested communication in a confidential manner, please accommodate that request, if it is reasonable to do so.

· Speak quietly when discussing confidential information over the telephone.  Do not use the speaker function.

· Do not leave confidential information on an answering machine.  Instead, leave your name and phone number and a request for the individual to return your call.  

C.   Electronic and Visual:  Be aware of the importance of safeguarding confidential information stored on electronic devices or in other visual formats.

· Shield observable confidential information on computer screens, laptops and palm pilots. 

· Use screen savers, polarized screens, or clear information from screen when not being used.

· Turn computer monitor out of visual range so others cannot glimpse images on the screen.

· Use passwords to provide additional security for information stored on computers.  Turn computers off when not in use. 

· Verify fax number before faxing protected health information to another health care provider.  

· All faxed documents should have a cover sheet which contains a notice (disclaimer) that information in the fax is confidential and to be viewed only by the intended recipient.  

· All emailed documents should include a disclaimer about the confidentiality of information in the email.
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CONFIRMATION

I confirm that I received training and written information about Redwood's Privacy and Security Policies that support national standards established by the Privacy and Security Rules of the Health Insurance Portability and Accountability Act (HIPAA) of 1996, Public Law 104-191.  

Furthermore, I agree to abide by these policies during my service to Redwood.  I understand that failure to comply with the policies could lead to discipline up to and including dismissal from duties at Redwood.

                         Signature



Date
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